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HUcnoab3oBanue kommytaTopos Eltex MES
(0a30BBIM YPOBEHDb) v.1.2

JauTenbHOCTH Kypea: 40 akageMHuecKux 4yacoB (5 qHeil)

HeneBas aynuropus:

- CucremHbie aIMUHUCTPATOPHI;

- ChenuanucTsl TEXHUYECKUX ¥ UHKEHEPHBIX CITyXk0;

- HuxeHepsl CONPOBOKICHUS U TEXHUYECKON NOJJICPKKU;
- Pa3pabotumku cereBoro I10.

TpeboBaHus K y4aCTHUKAM:
- 3nanue monenu OSI u ponu mpoTOKOJIOB B Nepeave TaHHbIX;
- TlonuMaHue OCHOB KOMMYTAIlUU M MapIIpyTU3AIIHH;
- 3HaHue IBOMYHOM U IIECTHAALATEPUUHON CUCTEM CUHCIICHMUS,
- IloHnmaHue TEpMUHOB: KOMMYyTaTOp, Mapiipytuzatop, IP-anpec, MAC-anpec, VLAN;
- 3HaHHE METOJIOB pa30HEHNs ceTeill Ha MOJACETH U OObEAMHEHUS MO/ICETEH B CYIIEePCEeTh;
- Tlonumanus GyHKIIMOHUPOBAHUS HEPAPXUUECKON MOJIENH CETH (IOCTYI, arperalusi, po);
- VYwmenwue paboraTh ¢ uHTEpdeiicom komanaHou ctpoku (CLI).

PesyabTaTsl 00yyeHus:

Ymern:

- IUTAHUPOBATh U BHEAPSATH JIOKAJIBHBIC CETH Ha OcHOBE MpoTokona Ethernet;

- BHenpATh TexHosoruu u cepucekl STP, DHCP, RADIUS, TACACS+, VRRP;

- obecnieunBaTh U30BITOYHOCTH KaK Ha ypoBHe L2, Tak u Ha ypoBHe L3;

- obecreunBaTh CBA3HOCTh MEK/Y JOKAIbHBIMU (PU3NUECKUMH U BUPTYaJIbHBIMU CETIMU

3HaTh:

- OCHOBBI ceTeBhIX TexHoaorui: moaenu OSI, TCP/IP;

- ocHOBBI paboThI mpoTokonoB Ethernet, 802.1x, RADIUS, TACACS+;

- OCHOBBI paOOThI MPOTOKOJIOB IPV4;

- IPUHIUIBI paboThl BUPTYalbHBIX JIOKANbHBIX ceTel (VLAN) M MarucTpanbHbIX KaHajOB CBS3U
(Trunk);

- OCHOBHbBIE MPUHIIMITBI 0OecrieueHust 0€30MaCHOCTH CETEBBIX YCTPOUCTB;

- IPUHIIAITBI TTOCTPOEHUS U30BITOYHBIX CETEH.

Baaners:

- HABBIKAMHU YIIPABJICHUS CETEBBIMHU YCTPONCTBAMU;

- HaBbIKAMU HACTPOMKHU CETel CPEeIHEro pa3Mepa ¢ UCTOIb30BAHUEM TEIEKOMMYHHUKAIIMOHHOTO
o0opyT0BaHUS.
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HaumenoBanmue Onucanue Bpems
Tema: 1. KommyTtaTopsl MES u nx npumenenmue. 2 yaca
Onucanue: 1.1. Uepapxuueckas MoJenb ceT npeanpusitus. Mcnonb3zoBanue 2 4aca
koMMyTaTopoB MES Ha pa3znuuHbIX YpOBHSIX HEPAPXUUECKON MOJEIH.
1.2. OcHoBHBIE cepun kommyTaTopoB MES.
JlabopaTopHasi: | —
HaumenoBanue Onucanue Bpems
Tema: 2. IloaroroBka kommyraropoB MES k pabore. 4 yaca
Onucanue: 2.1. llepBuuHast KOHPUTypaILUs] KOMMYTaTOPOB. 2 yaca
2.2. Hactpoiika uieHTU(pUKaIUN YCTPOUCTB.
2.3. Kondurypanus ¢puznyeckux 1 Joruueckux uHrepdeiicoB. Hactpoiika
[P-anpecanym.
2.4. Hactpoiika nons3oBareneit u naponeil. Hacrpoiika npas
MIOJIB30BaTENEH.
2.5 Hactpoiika cepBepHoii ayTeHTH(UKanuu 1o nporokoiaam RADIUS u
TACACS.
2.6. Hactpoiika ynanenHoro goctyna nocpeacrsom SSH, Telnet.
2.7. Koudurypauus cunxponusanuu spemenu (SNTP).
2.8. O6noBnenue I10.
JladopaTopnas: |2.1. ba3oBbie HACTPOWKHN KOMMYTATOpA. 2 yaca
2.2. Hacrpoiika AAA.
HaunmenoBanue Onucanue Bpemsi
Tema: 3. Kondurypanuss VLAN. 4 yaca
Onucanue: 3.1. OcHOBBI BUPTYanbHBIX JIOKaJIbHBIX ceTell (VLAN). 2 4aca
3.2. Pexxumel moptoB Access, Trunk, General, Customer.
3.3. Selective QinQ.
3.4. Uurepdeiicst SVI. Mappytuzauus mexay VLAN.

JlabGoparopuas: |3.1. Hactpoiika ceteit VLAN u MaructpajibHbIX KaHAJIOB. 2 4aca
HaumenoBanue Onucanue Bpemsi
Tema: 4. lnarsocTuka. 5 yacoB
Onucanue: 4.1. ®usnueckas auarnoctuka u PoE. 2 qaca

4.2. lnarnoctuka Ha ypoHe L2, mporokon LLDP.
4.3. 3epkanupoBaHue MOPTOB.
JladopaTopHnas: |4.1. Peanm3arus TuarHocTUKU (U3HUECKOTO YPOBHSI. 3 yaca
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4.2. LLDP.
4.3. 3epkanupoBaHUE MMOPTOB.

HaumenoBanmue Onucanue Bpems
Tema: 5. YnpasJ/ieHue IMpoKoOBenaTeJJbHbIMYI JOMEHAMHU HA ypoBHe L2, 4 yaca
Onucanue: 5.1. Ilporokonst STP u RSTP. 2 gaca

5.2. Arperanus kananos. [Iporokon LACP.
5.3. Kontpons mropmoB (Storm Control) u merens (Loopback Control).
5.4. N3onsmus moptos (Port Isolation).
JlabopaTopuas: |5.1. Hactpoiika u nmposepka nporokona STP. 2 yaca
5.2. Peanmsanus Port-Channel ¢ ucrions3osanmnem LACP.

HaumenoBanue Onucanue Bpemst
Tema: 6. IlIporoxoa DHCP u ero ontumu3anmusi. 3 yaca
Onucanue: 6.1. OcHoBbl paboTs! mpoTokosa DHCP. 2 yaca

6.2. Perpancnsauus DHCP (DHCP Relay).
6.3. DHCP Snooping.
Jladopatopuasi: |6.1. DHCP u DHCP Snooping. lygac

HaumenoBanue Onucanue Bpemsi
Tema: 7. OcHoBBI Ge30nacHOCTH Ha ypoBHe L2. 4 yaca
Onucanue: 7.1. PortSecurity 2 yaca

7.2. ARP Inspection.
7.3. IP Source Guard.
7.4. Criucku koHTpoiis goctyma (Access Control Lists).
JlaGopatopuas: |7.1. PortSecurity 2 yaca
7.2. IPSG, ARP Inspection.
7.3. Hactpoiika ACL.

HaumenoBanmue Onucanue Bpemsi
Tema: 8. MacmitabupoBanue U H30bITOYHOCTD. 5 yacos
Onucanue: 8.1. CrexupoBanue. 2 4aca

8.2. ArperupoBaHue KaHaJIOB Ha HECKOJIbKUX kommyTartopax (MLAG).
8.3. IIpotokon VRRP.
JlabopaTopuas: |8.1. Hactpoiika crekupoBaHUs 3 yaca
8.2. Hactpoiika MLAG
8.3. Kon¢urypuposanue VRRP.

HaumenoBanmue Onucanue Bpems

Tema: 9. MOHUTOPHMHT U pe3epBHOE KONUPOBaHME. 5 yacoB
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Onucanue: 9.1. Hactpoiika SNMP. 2 4aca
9.2. Hacrpoiika norupoBanus (SysLog).
9.3. Pe3epBHOE KOMMPOBAHKE U YIIPABICHUE KOTUSIMH.

JlabopaTopuasi: |9.1. Hactpoiika SNMP. 3 yaca
9.2.HacTtpoiika Syslog.
9.3. Hactpotiika ¢yHKLMY pe3epBHOM KOH(UIypaLyu.

IIpomexyTounbie M UTOrOBbIe GOPMBI KOHTPOJISI: 4 Yaca

B paMkax n1aHHOro Kypca npe1ocTaBisieTcsl OJJHa MOMbITKA MPOX0XKICHHS CepTU(UKALMOHHOIO UCTIBITAHNUS,
KOTOpast MOKET OBITh MCIIOJIb30BaHA B JICHb 3aBEPILEHUS Kypca.

B cnydae HeypauHOro 3aBeplLIeHUs, MOXKHO OOpaTUTHC B KOMMEPUYECKHUI OTeN 11 IpuoOpeTeH s
IJIATHOW JTONIOJIHUTEIBHOM MOIBITKH.

IInaTHOM MOMBITKOW MOKHO BOCIIOJIB30BAThCS B TEYCHUE OJAHOIO KaJCHAAPHOIO MECSLA II0CIIE 3aBEPIICHUS
o0ydeHusl.
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